ITpunoxenue Ne |
Kk [Ipukasy ot 4. 2420/4 r. N __s70/~

MMOJINTHUKA
B OTHOINEHUHU OBPABOTKH U OBECIIEYEHHUSA BE3OITACHOCTH
INEPCOHAJIBHBIX JTAHHBIX
OI'BY «®LTOS2» Mun3apasa Poccun (r. CMoneHck)

1. OBIIHUE MOJIOKEHUSA

1.1. Hacrosmas [Tonutika 3amuThl MepCOHANBHBIX NaHHBIX (nanee — ITonuTHka)
paszpaborana Ha ocHoBaHMH cT. 24 Konctutyumu Poccuiickoit Penepamuu, riaser 14
Tpynosoro xonekca Poccutickoii @enepaunu ot 30.12.2001 r. Ne 197-®3, ®enepansHoro
3akoHa «O06 uHpOpMaluK, HHOOPMaTH3AIMH | 3aIuTe HHGopManum» ot 27.07.2006 r. Ne
149-@3, ®enepanbHoro 3akoHa «O MepcoHANBHBIX AaHHBIX» OT 27.07.2006 r. Ne 152-D3.

1.2.  Hacrosmas [IlonuTuka yTBepxkJaeTcss MNpPHKa3oM [JIABHOTO  Bpaya
DeznepanbHOr0 rocyIapCTBEHHOTO OKOMDKETHOTO ydpexaeHHs «®DenepaibHblii LEHTp
TPaBMaTOJIOTHH, OPTONEAMH M 3HJONPOTE3UPOBaHMS» MHUHHCTEPCTBA 3APaBOOXPAHEHHUS
Poccuiickoit ®enepanmn (r. CMonenck) (nanee — [naBHbIi Bpay).

1.3. Hacrosimas ITonutrka onpenenser:

- TopsaoK 00paboTku (cOopa, 3amMCH, CHCTEMAaTH3allMi, HAKOIUIEHWS, XpaHEHHS,
yTOuHeHHs: (OOHOBJIEHHMsS, W3MEHEHHs), W3BJIEYEeHHs, HCIOJIB30BaHUs, Iepeaayu
(pacripocTpaHeHus, MpENOCTAaBIEHHs OCTyNa), OOE3TMYMBAHHS, OJIOKUPOBAHHUS,
YAaneHus, YHHUYTOXEHHs) NEPCOHANbHBIX IaHHBIX B (eepalbHOM TOCYAapCTBEHHOM
OrokeTHOM yupexneHun «®enepanbHbIl LEHTP TpPaBMATOJOTHM, OPTONEIHH U
SHJONPOTe3HpoBaHKs» MuHKUCTEpCTBa 3apaBooXpaHeHHs Poccwiickoii ®enepanum (T.
Cmonenck) (nanee — Llentp);

- IOPAZOK 00ecTeYeHys 3alUThI IIpaB ¥ CBOGO/ CyOBEKTOB MePCOHANBHBIX JaHHBIX
npH o6paboTKe MX MEepPCOHANBHBIX JAaHHBIX C MCMOJB30BAaHMEM CPEICTB aBTOMATH3ALIUHU
WM 0€3 KCIONB30BaHMS TaKUX CPEJACTB, a TAKXKE YCTAHABIMBAET OTBETCTBEHHOCTH JIMIL,
MUMEIOIMUX JOCTYNH K TI€pPCOHANbHBIM JaHHBIM, 3a HEBBINOJHEHHE TpeboBaHHI,
Peryupyromux 00paboTKy U 3alIUTy MePCOHANIBHBIX JaHHBIX.

Ilensto Hactosieit ITonuTuku siBasieTcs obecreueHwe 6GE30MACHOCTH OOBEKTOR
3alMTel LleHTpa OT BCeX BMIOB yrpo3, BHEIUHMX W BHYTPEHHMX, YMBIIUICHHBIX W
HENpEHAMEPEHHBIX, MHHHMH3alMs ymepba OT BO3MOXKHOW peall3alMd  Yrpos
0e30MacHOCTH NEPCOHATBHBIX JaHHBIX.

1.4. Be30macHOCTh TNEPCOHANBHBIX AAHHBIX JAOCTHTAeTCs MyTeM HCKIIOYEHHS
HECaHKIIMOHMPOBAaHHOI'O, B TOM YHCJIE€ CIIy4yaifHOro, JOCTyNa K MEPCOHAIBLHBIM JaHHBIM,
Pe3yIbTaTOM KOTOPOIo MOMKET CTaTh YHHYTOXKEHHE, H3MEHEHHe, OJIOKHMPOBaHKe, KOITUPOBAHKE,
PacnpoCTpaHEHHE NIEPCOHAIBHBIX IAHHBIX, 8 TAKXKe MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBHIA

1.5. Jinst ueneit Hactostmet [ToMMTHKH HCTIONB3YIOTCS ClEIYIONIME OCHOBHBIE TIOHSTHS:

1) mepconaneHble nanHBle - M0Gas MH(OPMALHMs, OTHOCAMAACS K NPSMO WIIH
KOCBEHHO ONpEIENEHHOMY WIH onpenenseMoMy dusudeckoMy iy (CyOBekTy
NEPCOHAJIHBIX JaHHBIX ),

2) omepatop - rocy1apCTBEHHBIN OpraH, MyHUIMTIATIBHBIN OPraH, IOPHANIECKOE HITH
(u3HYEeCKOe JTUII0, CAMOCTOSTENBHO HITH COBMECTHO C APYTHMH JIHLAMH OpraHM3YIOLIHE H



(um) ocywiecTBisromue 06paboTKy NMEePCOHANBHBIX JAHHBIX, a TAKXKe ONpeIesIONnIne
ead o6paboTKH MepCOHANBHBIX JaHHBIX, COCTaB IEPCOHANBHBIX AAHHBIX, MOMIEKALIMX
00paboTke, nelCTBHS (ONepaLun), COBEpLIAEMBIE C IEPCOHATBHBIMHI TaHHBIMHU;

3) obpaboTka NepCOHANBHBIX NaHHBIX - IH06oe JedcTBHe (omepaiys) WK
COBOKYITHOCTh IEWCTBHH (OIlepalliii), COBEpIIAaeMBIX C HCIOJB30BaHHEM CpPEJICTB
aBTOMaTH3aluK¥ WIM 0e3 HMCIONb30BaHHS TaKHX CPEICTB C MEPCOHATBHBIMH JAaHHBIMH,
BKIIIOYas CcOOp, 3amuch, CHCTEMATH3alWIO, HAKOIUIEHHE, XpAaHEHHWE, YTOYHEHHE
(obHOBNIEHME, W3MEHEHHE), W3BNCYEHHe, HCIIONB30BaHMe, Tepeaady (pacnpocTpaHeHHe,
NpeNOoCTaBlIEHHE, JOCTYI), oOe3nUuYMBaHHE, ONIOKMPOBaHHE, YyIOAIEHHE, YHHUYTOXKEHHE
NEePCOHANIBHBIX JaHHBIX;

4) aBTOMaTH3HMpOBaHHas 00paboTKa NEpPCOHANBHBIX JaHHBIX - 00paboTka
NIEPCOHAJIBHBIX JAHHBIX C IOMOIILIO CPEJICTB BEIYHUCIUTEIBHON TEXHUKH;

5) pacmpocTpaHeHHe TIepCOHaTbHBIX MAaHHBIX - JeWCTBHS, HalpaBleHHbIE Ha
PaCKpBITHE NIEPCOHAIBHBIX JaHHBIX HEONPEIeIeHHOMY KpYTy JIHIL;

6) mpenocTaBleHHE TIE€PCOHANBHBIX JaHHBIX - NEWCTBHS, HAalpaBJeHHbIE Ha
PACKphITHE NIEPCOHAIBHBIX IaHHBIX OINpeeIeHHOMY JIMIY HITH ONpeielIeHHOMY KPYTY JIHIL,

7) 610KMpOBaHWE NEPCOHANBHBIX JaHHBIX - BpEMEHHOEe MpeKpalleHHe o0paGoTKu
NEPCOHANIBHBIX JaHHBIX (3a MCKIIIOYEHWEM CllydaeB, ecid oOpaboTka HeoOxomuma st
YTOYHEHHUS TIEPCOHATBHBIX JaHHBIX );

8) YHMYTOXKEHHE NepCOHANBHBIX JaHHBIX - HEWCTBHA, B pe3yJibTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXHBIM BOCCTAaHOBHUTH COJep)KaHWEe IE€PCOHANBHBIX JaHHBIX B
HH(OPMAIIMOHHOM CHCTEME IEePCOHANBHBIX NAHHBIX WM (WJIHM) B pe3ylbTaTe KOTOPBIX
YHHYTOXKAKOTCA MaTepUalbHble HOCUTEH NEPCOHANBHBIX JaHHBIX;

9) obe3nuuuBaHWE MEPCOHANBHBIX JAHHBIX - HEWCTBHS, B pe3yJIbTaT€ KOTOPBIX
CTAaHOBHUTCS HEBO3MOXHBIM 0€3 HCHONB30BaHUS [IONOJHHUTENBHOH HWHGOpPMAIHK
ONpENENUTh IPHHAUIEKHOCTh IEPCOHANBHBIX MOaHHBIX KOHKPETHOMY CYOBEKTY
NePCOHAIBHBIX JaHHBIX;

10) wuHdopmManMOHHAs cHcTeMa NEPCOHANBHBIX JAHHBIX - COBOKYITHOCTh
colepkamuxcs B 0a3ax MaHHBIX [EPCOHANBHBIX MOAHHBIX W O00ECMHEeYHBAIOIUX WX
06paboTKy HH(POPMAIIMOHHBIX TEXHOJIOTHI M TEXHHYECKHX CPEJICTB;

1.6. B HacTosime#t [TonuTrke HCNONB3YIOTCS ClieaytomHe 0003HaYeHUs U
COKpAIeHHS: -

APM — aBroMaTu3HpoBaHHOE pabodee MECTO

UCT1/11 — nadopMallOHHas CHCTEMa MEPCOHAIBHBIX JAHHBIX

HC/1 — HecaHKITMOHMPOBAHHBIH IOCTYTI

IT/1H — nepcoHanbHbIE JaHHbIE

C3U — cpenctia 3auThl HHGOPMAITHHA

C3I1[Is — cucTtema (noacucTeMa) 3alMThI TEPCOHAIBHBIX JaHHBIX

2. OBJIACTH JENCTBHUS
TpeboBanua Hactosimeit [lonuTUKE paclpoCTpaHsAIOTCS Ha BCeX pabOTHHKOB
Ilentpa, a TalKe BCEX TNPOYMX JHUI (MMEFOIHX CaHKLIMOHUPOBAHHBIA IOCTYII
MHQOPMAIIMOHHBIM CHCTeMaM U pecypcaM LleHTpa (MCIONHMTENM TIOCYIapCTBEHHBIX
KOHTPAKTOB, ayAUTOPHI U T.II.).



3. OCHOBHBIE LEJIA U 3AJTAYHA OBECINEYEHUS BE3OITACHOCTH
ITEPCOHAJIBHBIX JAHHBIX

OcHoBHOH Iienbi0 obecrieyeHHss GE30MaCHOCTH MEPCOHANBHBIX JAHHBIX SBISETCS
MHHHAMH3alMs ymepba (KaKk HEMNOCpeICTBEHHOTO, TaK M  OIOCPEJIOBaHHOIO),
BO3HHKAIOLIEr0 BCIEICTBHE BO3MOKHOM peajlu3allii yrpo3 6e30macHOCTH NepCOHATBHEIX
JaHHBIX.

HenocpencTeenHslit yimepb cBsizaH ¢ NpUYHHEHHEM (HU3UYECKOT0, MAaTEpHATBHOTO,
(MHAHCOBOrO WJIM MOpPAJIBHOIO BpeJa HEMOCPEICTBEHHO CYOBEKTY MepPCOHAIBHBIX
JAHHBIX U MOJKET MPOSABIATHECS B BUIE:

- HaHECEeHHs BpeJa 3/10POBEIO CyObeKTa NepCOHANbHBIX JaHHBIX;

- He3alUIaHUPOBAaHHBIX M (WIM) HENpPOW3BOAUTENbHBIX (HUHAHCOBBIX MU
MaTepHabHBIX 3aTpaT CyObeKTa;

- noTepu CyObeKTOM CcBOOOABI JCHCTBMH BCJIEACTBHE IAaHTaXa M YIrpos,
OCYWIECTBIISIEMBIX C UCIIOJIb30BAHUEM NEPCOHANBHBIX JaHHBIX;

- HapyIlIeHHUss KOHCTUTYLIMOHHBIX NpaB CyObeKkTa BCIEICTBHE BMEIIATEIbCTBA B €0
JIAYHYIO KU3Hb.

OnocpenoBaHHBI ymiepOd CBsi3aH C NpPUYMHEHHEM Bpejaa oOOLIECTBY W (MIIH)
rocyIapcTBy BCJIEACTBHE HApYILIEHHUS HOPMAalbHOM NEATENBHOCTH TOCYAapCTBEHHBIX
OpPraHoOB, MYHHIIMIIATBHBIX OPraHOB, OpPraHH3alMi Pa3NTHYHEIX (GOpPM COOCTBEHHOCTH 3a
CYEeT HeNMPaBOMEPHBIX JICHCTBUM C NEPCOHAIIBHBIMH JIaHHBIMH.

OcHoBHOWM 3aaveil oOecrieyeHHss 06e30MaCHOCTU MEPCOHANBHBIX JaHHBIX, NP HX
obpabotke B lleHTpe, siBIseTcs mnpenoTBpallleHHe YTEYKH NEPCOHANBHBIX JaHHBIX IO
TEXHAYECKHWM KaHajlaM, HECAaHKI[HOHHMPOBAHHOIO JOCTyNa K HHUM, MNpeaynpexnaeHne
NpelHAMEPEHHBIX NPOrpaMMHO-TEXHUYECKHX BO3JECHCTBHH C LENbI0 HX pa3pylIeHHs
(YHHYTOXEHHS ) WIH HCKaXKeHHs B rpolecce o6paboTKH, nepeayy U XpaHEHHS

4. MEPCOHAJIBHBIE TAHHBIE, OBPABATBIBAEMBIE B
HHO®OPMAIIUOHHBLIX CUCTEMAX

4.1. Cocmag nepcoHabHbIX OAHHbIX
CocraB nepconanbHbiX naHHbiX U MUCI1/IH, mopiexamux 3ammre, onpeaensercs B
X0Jle mpoBe/ieHUs1 o0cnenoBaHUs WH(GOPMAIIMOHHBIX MOTOKOB B LleHTpe M oTpaxkaercs B
«C800HOM nepeyune NepcoHaNbHbIX OaHHbIX, NOONEHCAWUX 3aujume .

4.2.Kamezopuu cy6veKmoe nepcoHabHbixX OGHHbBIX

B IlenTpe 06pabaTeiBarOTCs IEPCOHANBHBIE JaHHBIE CIEAYIOMMUX CYOBEKTOB:

1) PaGotHuku IlenTpa, o00paboTka mnepcOHANBHBIX  JAaHHBIX  KOTOPBIX
OCYILIECTBISIETCA B LIENAX BBINOTHEHHS nojoxeHuid Tpynosoro Koaekca PO.

2) I'paxxnane, 06paboTka NMepcOHANBHBIX AAHHBIX KOTOPBIX OCYILIECTBISETCS B
[eNnsX MPEeJOCTAaBICHHUS MEIWIIMHCKONW TOMOIIM M OKa3aHWs MEIUIMHCKUX YCIYyT
rpaklaHaM Ha OCHOBAHWH JIMLIEH3UH Ha OCYILECTBIIEHUE MEJULIMHCKON eITeIbHOCTH Ne
®C-67-01-000834 ot 23.09.2013 r., BeinanHoi PenepanbHoit cinyx00i Mo Hax3opy B
cdepe 31paBOOXpaHEHHS

4.3. l{enu obpabomku nepcoHaIbHblxX OAHHBIX
B ocHoBe omnpenenenus nenei o0pabOTKU NMEPCOHANBHBIX JaHHBIX JIEKUT IMPUHIATI
3aKOHHOCTH HUX 00paboTKH.



[lenssMu 06paboTKM NEPCOHANBHBIX JaHHBIX PAOOTHHUKOB SBIAIOTCH CONEHCTBHE B
TPYJAOyCTpPOMCTBe, OOy4eHHE U TPOJBHKEHHE IO CIoyx0e, obecrneyeHHe JMYHOM
Oe3omnacHOCTH pabOTHUKOB, KOHTPOJIb KOJHWYECTBA W Ka4eCTBa BHIMOJIHIEMON paGoThl H
obecreyeHne COXpaHHOCTH UMYIIECTBA.

Ilenssmu 0OpabOTKM NMEPCOHANBHBIX NAHHBIX TPaXJaH SBISETCS NpeoCTaBleHHE
MEeIULIMHCKON MTOMOIIH 1 OKa3aHWe MEIUIIUHCKHX YCIyT.

IIpu ompenenenuu neneii o6pabOTKU NEpCOHANbHBIX NAHHBIX HMHBIX KaTeropui
CyOBEKTOB NEpCOHANBHBIX [aHHBIX, HEOOXOOWMO coOmMIOmaTh 3aKOHBI W  HMHBIE
HOPMAaTHBHO-TIPABOBEIE AKTHI.

4.4. Cocmae nepcoHanbHbix OGHHBIX CYOBEKMOE NEPCOHATbHBIX OAHHBIX
CocTtaB TmepcOHaNbHBIX JaHHBIX [JIOJDKEH COOTBETCTBOBAaTh IPHUHLHMIYY HX
JOCTaTOYHOCTH ISl JOCTHXKEHHUA Liesiel 00paboTKHu (nmepcoHalbHbIE JaHHBIE HE JOJKHBI
OBITH U30BITOYHBIMHU MO OTHOILIEHHUIO K 1IeNIsIM 00paboTKH ).

4.5. Xapaxkmepucmuku 6e3onacHocmu nepcoHaIbHbIX OGHHbIX

IlepconanbHBIe 1aHHBIE, 0OpabaThiBaeMble B MH(GOpPMaLMOHHBIX cucTeMax LleHTpa,
o06nagaroT KaKk MUHUMYM CBOMCTBOM KOH(HAECHIIHAIbHOCTH.

JlaHHas xapakTepUCTHKa He SBIAIOTCS HMCYEPIIBIBAIOLIEH, B JONOJHEHHE K HEH
MOT'YyT pacCMaTpHBAaThCA U IPyTrUe XapaKTEepHCTHKH Oe30macHOCTH. B 4acTHOCTH, K TaKUM
XapaKTepUCTHKAM OTHOCATCS: L[EJIOCTHOCTh, JOCTYITHOCTD.

Jlnst obecnieueHus 3aJaHHBIX XapaKTEPUCTHK 0€30MaCHOCTH NEPCOHANBHBIX JaHHbBIX
B LleHTpe peanu3oBaH MHHMMAJbHBIH W JOCTaTOYHBIA HAa0Op OpraHW3aLMOHHO-
TEXHUYECKUX Mep.

5. OBIIME NPUHIMUIIBI OBECHNEYEHHA BE3OITACHOCTH II/1 1 UCIIIu
ITocrpoenne C3II[Im B LleHTpe M ee (yHKUHOHHpPOBaHHME OCYLIECTBISETCS B
COOTBETCTBHH CO CJIEAYIOIIUMH OCHOBHBIMH NTPHHIIHITIAMH:
— 3aKOHHOCTb;
— CHCTEMHOCTB;
— KOMILUIEKCHOCTD;
— HenpepbIBHOCTE;
— CBOEBPEMEHHOCTB;
— TIPEeMCTBEHHOCTh W HENPEPBIBHOCTH COBEPIIEHCTBOBAHHUS;
— pa3yMHas JOCTaTOYHOCTE H aIeKBaTHOCTE;
— IIepcOHalIbHasi OTBETCTBEHHOCTH;
— MMHHMH3ALHA [TOJTHOMOYHH;
— THOKOCTB;
—  OTKPBITOCTH AJITOPUTMOB H MEXAHH3MOB 3aIlMThI;
— HayyHasg 000CHOBaHHOCTh ¥ TeXHHYECKasi peali3yeMOCTh,
— cHendaausanys ¥ npoheCCHOHAIH3M;
— 3HaHHWe PabOTHHKOB;
— Habm0/1aeMOCTh U OLIEHWBAEMOCTE;
— 00s13aTeNbHOCTh KOHTPOJIS M OLICHKH.



5.1. 3akonnocme
3ammra [1/ln B UCII/IH LleHTpe OCHOBBIBaeTCS Ha MOJOKEHHSX M TpeGOBaHHAX
CYUIECTBYIOIIMX 3aKOHOB, CTaHAAPTOB M HOPMATHBHO-METOAWYECKHX JIOKYMEHTOB IO
3amute [1/1H ¥ y4uTBIBaeT Ny4Iine MAPOBBIE MPAKTHKH.

5.2. Cucmemnocmpo
Cucremubii mnoaxox k moctpoenuto C3IIJH mpeamonaraer yd4eT Bcex
B3aMMOCBS3aHHBIX, B3aMMOJEHCTBYIOIIMX M M3MEHSIOIIUXCS BO BPEMEHH 3IIEMEHTOB,
YCIIOBHH H ()aKTOpOB, CYLIECTBEHHO 3HAYWMBIX MUl TIOHMMAHMS M DPEIIEHHS MPoOIeMBI
obecnevenus 6ezonacHoctH [1/{n Llentpa.

5.3. Komnnaexkcnocme

Besonacuocts [1/lH  o6ecreunBaeTcss KOMILIEKCOM IPOrPaAMMHO-TEXHHYECKHX
CPEJICTB U NOJJIEPXKUBAIOIIMX UX OPraHU3allMOHHBIX Mep, pean30BaHHbIX L{eHTpe.

[IpumMeHeHHe pa3TUYHBIX CpPEACTB W TEXHOJOTHH 3alMThl  MHGpOpMalUH
obecrieyrBaeT MpeJOTBpAIIeHHE BCE CYMIECTBEHHBIX (3HAYMMEBIX) KaHAJIOB peau3allvu
yrpo3 6e3onacHoctu I1/1H.

C3I1/1H cTpOUTCS C yY4ETOM He TOJBKO BCEX M3BECTHBIX KaHAJIOB IPOHUKHOBEHHUS U
HecaHKUMOHUpoBaHHOro nocryna (aanee — HCJI) x 1[I, HO U ¢ y4eTOM BO3MOXHOCTH
MOBBILIEHHS YPOBHS 3alIMTHI 10 MepPe BBISBIEHUS HOBBIX HCTOYHHKOB YBII/IH, pa3Butus
crocoboB u cpeacTB ux peanuszanuu B UCI/IH.

C3I1[Jn lleHTpa cCTpOMTCS Ha OCHOBE €IWHOM TEXHWYECKOH TOIUTHKH, C
HCTIONb30BaHHEM (YHKIIHOHAIBHBIX BO3MOXHOCTEH WH(OOPMAIMOHHBIX TEXHOJIOTHMH,
peali30BaHHBIX B HHQOPMALIMOHHOMN CHCTEME U UMEIOIIMXCS CHCTEM M CPEJICTB 3alllUThl B
COOTBETCTBHHM C pa3pabOTaHHBIMH THIIOBBIMH MOIEISMH YIpo3 M MPO(UIAMH 3aIUTHL
[Ipu co3manmmu C3II[JH MOryT HCIONB30BAaThCA CHCTEMBI M CpEACTBA 3alUTHI
uHGOpMAIlUH, HCIONb3yeMble B OpraHHW3aluu Ui obecriedeHHs 0e30MacHOCTH HHOM
KOH(HICHIIHAIbHOK HH)OpMAaIUH.

5.4. Henpepwienocmeo
3ammra [1/lH obecneunBaeTcs Ha BCeX TEXHONOTHMYeCKHX dTanax odbpaborku [1/1n u
BO BCeX pexuMax (PYHKIMOHWUPOBAHHS, B TOM YHCIE MPH NMPOBEJEHHH PEMOHTHBIX H
perjiiaMeHTHBIX paboT.

5.5. Ceoespemernnocms

[Tpurumaemsle Mepsl o obecnieuenuto 6eszonacHoctu [1JIH HOCAT ynpexaaroniuii
XapakKTep.

IlenTp nmpuHuMaer HeoOxoauMmbie Mephl no 3ammte I1/[H 1o Hayana obpaboTku
[1/11, koTOpBIe TOKHBI 00eCTIeUnTh HaAIeKaliil ypoBeHb Oe3onacHocTH [1/1H.

C3I1[11 pa3pabatbiBaeTcsi OTHOBpEMEHHO C pa3pabotkoit u passutueM WCII/IH
IlenTpa, 4YTO 1O3BOJNSET YYWUTHIBaTh TpeOoBaHus 1o Oe3omacHoctd [IJIH mipH
npoexkTupoBaHuu U MoaepHu3auuu UCIT/IH.

5.6. Ilpeemcmeernocms U HERPEPbLIEHOCMb COBEPUIEHCMBOBAHUA
[IpeanonararoT NOCTOSIHHOE COBEPILICHCTBOBaHHE Mep W cpeacTB 3awuThl [1/IH Ha
OocHOBe pe3ynpTaToB aHanu3a GQyHkmuoHupoBanus HCII[Ix w C3I1[JH ¢ yderom
BBISBIIEHHS HOBBIX crnocoboB u cpenctB peamusanuu YBIIJIH, oTedecTBEeHHOro H
3apy0eKHOI0 MOJIOKUTEIBHOTO OMBITA B chepe 3aluThl HHGOPMAIHH.



IlenTp onpepenser nOeWCTBHA, HEOOXOOWMEIE [UIS YCTPAaHEHHMS TIPHUYMH
MIOTEHILIHABHBIX HECOOTBETCTBUH TpeboBaHHsAM 1o Oe3omacHoctd [IJ[H ¢ wnensio
NIPEJOTBPATHTE UX IIOBTOPHOE IOSBIIEHHE.

5.7. PazymHaa 0ocmamo4yHocms U a0eKeamHocms

CocrosiHHE M CTOMMOCTH peajM3aldyd Mep 3alUUTHI JOJIKHO OBITh COM3MEPHUMBI C
pHCKaMH, CBSI3aHHBIMH ¢ 00paboTKo# 1 XxapakTepoM 3amuiaeMbix [1/1H.

AHanu3 puUCcKOB HapyuleHus: 6e3onacHocTH [1/lH npoBoAMTCS B LENAX ONpeAeIeH s
BIMSHHS CHCTEMBl 3alIUThl HH(OpPMAIlMM HA BEPOATHOCTh pealu3allid yrpos
6e3omnacHoctH [1/{H ¢ yuerom yszsumocteii (nedexroB) UT-undpactpykrypsl LienTpa.

[TporpaMMHO-TEXHHYECKHE CPECTBA 3aLLUTHl HE JOJDKHBI CYIIECTBEHHO yXyAIIaTh
OCHOBHBIE (YHKIIHOHAIBHEBIE XapaKTepucTHKH U npousBoauTensHocTh MCII/IH LienTpa.

5.8. Ilepconanvrnan omeemcmeeHHOCHb
OtBercTBeHHOCTh 3a obecneyenue OeszomacHoctd [1/ln u MCII[Ja Llentpa
BO3JIaraeTcs Ha KaXKJIoro paboTHHKA B Mpejenax ero NoJHOMOYHHM.
Pacnpenenenrie o0s3aHHOCTeH W TMONHOMOYHMH paboTHHMKOB LleHTpa mMo3BOJIsAET
obecreYnTh BhISBIEHHE BHHOBHBIX JIMII B ClydasxX HapymeHus 6e3onacHoctd I1/1H.
Ponu u 0653aHHOCTH paGOTHUKOB OIpe/ieNIeHbl H JOKYMEHTAIBHO MTOATBEPXKICHEI B
COOTBETCTBHHM C OPTraHW3aLMOHHOM MOIMTHKOM B 06/1aCTH 3alIU Tl MHPOPMALHH.

5.9. Munumuzauua noAHOMoO4 Uil

[TpenocraBnenne W wucmons3oBaHWe mpaB goctyna K IIJla  orpanuuyeHo H
yIPaBIISIEMO.

[Tons3oBaTensiM MPeIOCTABIAIOTCS MHHUMAlbHO HeOoOXOAMMBIE IIpaBa JIOCTYyNa K
IT/1s 1 UCIT]IH TONBKO B COOTBETCTBHH C MPOU3BOICTBEHHON HEOOXOAUMOCTEIO.

Hoctyn x IIJlH mpenocTaBisieTcss TOJNBKO B TOM Clydae W oObeme, €CliM 3TO
HE0OX0IUMO PabOTHHKY JUIsl BHITIOIHEHHS €0 JTOIKHOCTHBIX 0053aHHOCTEM.

[Tone3oBaremnio 3ampelneHsl Bce onepauuu ¢ [1/IH 3a MCKIIOYEHHEM TeX, KOTOpBIE
pa3pelieHs! SBHO.

5.10. I'ubrocms
B mpouecce dynkunonupoBanus MCIT/[H MOryT MEHSATBCS €€ XapaKTePHUCTHKH, a
Takke 00beM U KaTeropus oopabareiBaeMbix [lentpom [1/1H.
Jlns obecrnedyeHHss BO3MOXKHOCTH BapbHpOBaHHWs YpOBHsS 3amuiueHHoctd [1/1m,
C3I1/u Llentpa obnanaer onpeaeneHHONH THOKOCTEHIO.

5.11. OmKpeimocms an2opummoe u MexaHu3IMoe 3auiumsol
3amura [1/]H He momKHa OCYHIECTBIATHCS TOJBKO 3@ CYET COKPBITHA CTPYKTYPHI,
TEXHOJIOTHH U alroputMoB pyHkuuonupoBanus C3I1/1x.
3HaHWe yka3zaHHbIX xapakTepucTuk C3II/lH He HDOMKHO [JaBaThb BO3MOXHOCTH
MpPEOJIOJIEHHs 3alllMThl BO3MOXKHBIMH HapymutensMu Oe3zonmacHoctd II/IH, BKro4as
pa3pabOTUYHKOB CPEJICTB 3aAIIUTEI.

5.12. Hayunaa 060CHOBAHHOCMb U MEXHUYECKAA Peanu3yemMocms
VYpoBeHs pexomeHaaumii W TpeOoBanuwii mno 3ammure II/lH coorBeTcTByET
UMEIOLIEMYCSl YPOBHIO Pa3BUTHUS HHGOOPMALMOHHBIX TEXHOJOTMH M CpPEICTB 3allUTEI
“HpOpMaIUH.



IIpu cospanmu ¥ skcruryatauuu C3I1/IH MCHONB3yIOTCS JIydIlHE COBpPEMEHHBIE
OTEYECTBEHHBIE H 3apy0OeKHble TeXHUYECKHE pEellleHHs] U PaKTHKY 3aIlIUThl HHQOPMALHH.

5.13. Cneyuanuzayun u npogpeccuonanuzm
Peanuzauus Mep no obecneuyenuto GesomacHoctd [1/IH u sxcruryarauus C3I1/1H
OCYILECTBIISIETCS MPO(ECCHOHAIBEHO NMNOATOTOBIEHHBIMHU crienHanucTamu LleHTpa.

5.14. 3nanue ceoux pabomuukoe
IleHTp peanu3yeT KaJpOBYH ITONWTHKY (TIIATeNbHBIH MOAOOp MepcoHana u
MOTHBalMsi pPaOOTHUKOB), TMO3BOJIIOIIYIO  HCKIIOYHTh HJIM  MHHMMH3MPOBATh
BO3MOJXKHOCTh HapymeHus 6e3onacHoctH [1/H cBouMHU paboTHHKAMH.

5.15. Habnrodaemocms u oueHusaemocms obecnedeHun 6e30nacHocmu nepcoHaIbHbIX OGHHBIX
[Ipennaraemsie Llentpom Mepsl no obecrieuennto  GesomacHoctd  I1/1H
CILIAaHMPOBAHBI TaK, YTOOBI pe3y/ibTaT UX MPUMeHeHHUs ObL1 IBHO HabmoaeM (po3payeH)
i Mor ObITe oOleHeH (denepalbHBIMH OpraHaMH  HCIIOJIHMTEJIbHOM  BIIACTH,
OCYILECTBAAIONMMH QYHKLHH 10 KOHTPOJIO U HAJ30py B MpeJieaXx CBOMX MOJTHOMOYHH.

5.16. ObazamenvHocmb KOHMPONA U OUEHKU

HeoTrsemieMoii yacTeio pabot mo 3ammute [1/{H siBisieTcs omeHKa 3OQEKTUBHOCTH
CHUCTEMBI 3aIIHTHI.

C 1enbpl0 CBOEBPEMEHHOTO BBIABJICHHS M IPECEYEHHS IONBITOK HApyIIEHUs
yCTaHOBJIEHHBIX mpaBw1 obecnedeHus OesomacHoctd II/ln B LleHTpe  omnpeneneHsl
TpOLEAyPhl Ui MOCTOSHHOTO KOHTPOJNS HCIIOJIb30BaHHS CHCTEM OOpabOTKHM W 3aIlUThI
I1/1H, a pe3ynbTaThl KOHTPOJIS PEryJISPHO aHAIM3HPOBAThCA.

6. OBIIIME METO/IbI OBECIIEYEHMS BE3OIIACHOCTH NEPCOHAJIBHBIX
JAHHBIX

6.1. Knaccugpuxayus memodoe obecneuenua 6e3o0nacHocmu nepcoHaIbHbIX OGHHBIX
Metons! obecrieuenus 6ezonacHoctu [1/1H pa3aenstorcs Ha:
—  aJIMHHUCTPAaTUBHO-IIPABOBBIE;
— OpraHW3allMOHHO-TEXHHYECKHUE;
—  (¢usnyeckue.
ITo BpeMeHM NpUMeHeHHs MeToIB! obecniedenus 6ezonacHocTH I1/IH pasaenstores Ha:
— TMpeBeHTHBHBIE;
— BOCCTaHOBHTEIbHBbIE.

6.2. AOMuHUCmMpamueHo-npasoesie Memoosi

K aJIMHHHCTPaTHBHO-IIPaBOBBIM METO/aM 3alllMThl OTHOCATCA HOPMBI IeHCTBYIOIIETO
3aKOHOJATEIbCTBA W BHYTPEHHHE OpraHHU3allHOHHO-PACIIOPAAMTENbHbIE NOKYMEHTHI
Ilentpa, pernameHTUpyrommue npaBuina obpamenus ¢ IIJ[n, 3akperuisronue npasa U
0053aHHOCTH YYaCTHMKOB HH(OPMAalMOHHBIX OTHONIEHHH B mpouecce 00pabOTKH H
ucnosb3oBanuda I1JIH, a Takke yCTaHAaBIMBAIOLUE OTBETCTBEHHOCTH 3a HApYIIEHHUs 3THX
MpaBWJI, TIPEMATCTBYS HEMPABOMEPHOMY HCIONb30BaHuIO [1/1H 1 sBsronmecs CaepKUBarOIMM
(bakTopoM s peau3aiiy yrpo3 6e301acHOCTH NOTEHIHAIbHBIMH HAPYIIUTEISAMHA.

OCHOBHEIMH HalpaBJIEHUSMH 3TOH AesTenbHOCTH LleHTpa ABIIAIOTCS:

- pa3paboTKa, BHECEHHE W3MEHEHHH | JIOTOTHEH!H B TIOJIUTHKY HHPOPMALIMOHHON
6e3omacHOCTH B 4acTH 3auThl [1/]H ¥ nouiepkuBaronue ee JOKyMEHTHI;



- pernaMeHTanus npoueccos obpadorku [1/1H;

- onpejielieHHe OTBETCTBEHHOCTH 3a HapylleHHs B obmactu obecrieyeHHs
6e3onacuoctH I1/]H;

— Ha3zHa4YeHHe U MOArOTOBKA JOKHOCTHBIX JIUI (pabOTHUKOB), OTBETCTBEHHbIX
32 OpraHW3ali0 M OCYIIECTBICHHE NPAKTHYECKHX MEPONPHUATHH MO O0O0ECIeYEeHHUI0
6e3onacHoctu [1/1H;

- 3aKperuieHHe B JOJDKHOCTHBIX HHCTPYKIMSX YCTAHOBJIEHHOIO pa3srpaHU4eHuUs
IIOJTHOMOYHH B 061acTu obecrnieyeHus 6e3onacuoctu [1/1H;

- pa3paboTKa W MPHUHSATHE JTOKYMEHTOB, YCTaHABIMBAIOIUX OTBETCTBEHHOCTH
CTPYKTYPHBIX TOApa3elieHHid W COTPYAHHUKOB, a TaKkKe B3aMMOJEHCTBYIOIIMX
IOPHIMYECKUX IIMI, 3a HeCaHKIHOHWpoBaHHbIM noctyn K II/IH, mnpoTHBompaBHOE
KOIMMPOBAaHHE, HCKa)XEHHWE W TIPOTHBO3aKOHHOE HCIIOJIb30BaHHE, TNpeqHAMEPEHHOe
pacnipocTpaHeHWe HefocToBepHbIX IIJIH, MpOTHBONpaBHOE WX PAaCKphITHE WX
MCTIONIb30BaHKE B IPECTYNHBIX U KOPBICTHBIX LEIAX;

- KOHTPOJb 3HaHMs M cobmonenuss nons3oBatensmu MCII/IH, TpeGoBanmii
OpraHW3allMOHHO-PACTIOPSAAUTENBHEIX ~ JOKYMEHTOB IO  BOIpocaM  obecriedeHus
6e3onacuoctH I1]1H;

- TNIpOBE/IeHHe IIOCTOSHHOTO aHanu3a 3()(PEeKTHBHOCTH H JOCTaTOYHOCTH
PUHUMAEMBIX Mep W TPHMEHsieMbIX cpeAcTB 3ammThl [1/H, pa3paboTka u peamusanus
npeUIoKeHuit o coepuieHcTBoBanuio C3I1/IH.

6.3. Opzanu3ayuonHo-mexHu4ecKue Memoosl

OpraHu3al[MOHHO-TEXHHYECKHe METO[bl 3allliThl OCHOBaHBI Ha HCIIOJIb30BaHUH
OPraHW3allMOHHBIX Mep, DPa3IMYHBIX [POrPaMMHBIX, alllapaTHBIX W TPOrPaMMHO -
annapaTHBIX cpelcTB, BXxoasmmx B coctaB C3I1/IH ¥ BBIMONHSIOMKX (YHKIMH 3aIATHI
uHGOPMALIMH, HAITPABIIEHHBIX Ha pellleHHe CIEAYIOUIMX 3a/1a4:

— CTpOrHii y4eT BceX MOIJIEXAlIMX 3allUTe PecypcoB (MEPCOHANbHBIX NaHHBIX,
CEPBHCOB, KAaHAJIOB CBS3H, CEPBEPOB, ABTOMATH3HPOBAHHBIX pabOYMX MECT H T.11.);

— TpeNoTBpAallleHHE HECaHKIHOHUPOBaHHOro aocTyna K IT/In u (wnmm) nmepenauu
MX JIMIIaM, HE HMEIOLIMM TpaBa JOCTYTa K TaKOH HH(GOpMAaIIHK;

— cBoeBpeMenHoro ooHapyxenus pakro HCJI x I1/1H;

— HEJONyIIEHHs BO3JEHCTBHS Ha TEXHWYECKHE CPEe/CTBa aBTOMATH3WPOBAHHOM
o6pabotku [1/IH, B pe3ynbTaTe KOTOPOrO MOKET OBITH HAapyIIEHO UX (QYHKIIHOHUPOBAHHE,

— BO3MOXHOCTH He3aMeIuTellbHoro BocctaHoBineHus [1/H, MoaubuupoBaHHbIX
WK YHUYTOXKeHHBIX BenencTue HCJL x HuM;

— IOCTOSHHOTO KOHTpOJIS 32 obecrnedeHneM ypoBHS 3alumeHHoctd [1/1H.

_ 6.4. @usuueckue memoosi
du3pyecKhe METOObl 3alllMThl OCHOBaHbl Ha IPpHUMEHEHHH pa3HOro poja
MEXAHWYECKUX, OSJIEKTPO- HIIH 3JEKTPOHHO-MEXaHHWYECKHUX YCTPOHCTB H COOPYKEHHH,
CHENMATBHO MpeHAa3HAYEHHBIX [UIS CO3[JaHus (U3WYECKMX NPENATCTBHH HAa BO3MOXHBIX
My TSAX MPOHUKHOBEHHS M J0CTyIa NOTEHUMAIBHbIX HAPYIIUTEJIEH K KOMIIOHEHTaM CHCTEMBI H
3aIUIIaeMOi HHGOOPMAIIHH, a TaKKe TEXHHYECKHX CPEJCTB BU3YaIbHOIO HAOIIIOIEHHS, CBA3H
Y OXpaHHOW CHTHAJIM3ALH.

6.5. Ilpesernmuensie Memoosl
[IpeBeHTHBHBIE METOABI IPOTUBOAEHCTBUs yrpo3am OesomacHoctH IIJ{H
OCYLIECTBJISIOTCS Ha OCHOBe A()(PEKTHBHOIO MPUMEHEHHS B IPOLECCE SKCIUIyaTallud



WCITI/IH xomIuieKca OpraHM3allMOHHBIX, TEXHHYECKUX U TEXHOJIOTMYECKHX MEPOTIPHSITHIA,
a TaKXKe METONOB M CpeAcTB obecrneyeHuss (QYHKIIHOHAIBHOH YCTOHYHMBOCTH H
6esonacHoctu pabotsl UCIT/IH.

OpraHu3zaiiioHHbIe MEpONpHUATHS Mo obecriedenuio GezomacHocTH [1[IH sBastOTCS
MEpONpUATHSIMHA OOIllero xapakTepa IO OpraHW3allMM JesATENIbHOCTH IIepCOHana,
skcruryatupytomero MCIT/H, nopsaky npuMeHEeHUss WH(QOPMAILMOHHBIX TEXHOJOTHH B
3[aHUSIX K COOPYKEHHUSX, CHCTeMaTH4eCKOMY IPHMEHEHHI0O Mep MO HEIOMyLICHUIO
BeiBozia MCI1/IH u3 cTpos.

Texnuueckue MeponpuaTus o obecrneyenuro Oe3onacuHoctu I1/1H 3akmoydaroTcs B
oOcCiTy’)KMBaHUHM, TOJJIEP)KAHUM M YNpaBIeHUM TpeOyeMbIM COCTABOM TEXHHYECKHX
cpencTB, obecneynBaronx 06padbotky [1/IH B 3amuieHHOM pexume.

TexHomoru4yeckue MeponpHaTus o obecneveruto 6e3onacHocty [1/IH HanmpaBieHs!
Ha NpaBWIBHYIO peann3aunuio QYHKUMM W 3agaHHbIX anroputmoB paborel MCII[H,
texHonoruit obpaborku [IJIH u 3ammry nporpamm u IIJIH OT mpeIHaMEpPEHHBIX H
HelnpeJHaMepEeHHbIX HapyLIeHHH.

6.6. BoccmanogeumenbHblie Memoosl
[InanupoBanue BOCCTAHOBUTEBHBIX METOJ0B onpenenseTcs CHCTEMOM
IOKYMEHTOB, YCTAHaBIMBAIOLMX TpebOOBaHUA K 00s3aTeIbHBIM ~ MEPONPHUATHSM,
MPOBOAMMBIM 3a0J1arOBpEMEHHO M II0CJI€ BO3HHKHOBEHHS HapylLIeHHWH, YTrpOXKaromMX
mratHoMy ¢yHkunoHuposanuo UCII/IH.

6.7. Ocrnognble 3manst pabom no obecnevenuio 6e3onacHocmu NEPCOHANLHBIX OAHHBIX

B 4MCI0 OCHOBHEIX 3TamoB paboT Mo obecneyeHUI0 Ge30MaCHOCTH MEPCOHANBHBIX
JIAaHHBIX BXOJSAT, B YaCTHOCTH, CIIEAYIOLIHE:

— ormpefelieHHe 00bEKTOB 3aIIUTHI;

—  YCTaHOBJIEHHE IIeJIel 3alUTh 00BEKTOB 3allUThI;

— OlpeAelieHHe yrpo3 00BeKTaM 3alllUThI;

— yCTaHOBJIEHHE TpeOOBaHHWH K CHCTEME 3alUThl IEPCOHAIIBHBIX JaHHBIX;

— ompenesieHHe MOpsAIKa KOHTPOJISA U HaJa30pa.

OCHOBHBIM 00BEKTOM 3aILUTHI SABISIOTCS NEPCOHAIBHBIE JIAHHBIE.

[lepcoHanbHble OaHHBIE MOTYT HMETh pa3iudHble (GOpPMBI IPEACTaBIEHHUS
(bymaskHas, Gaitsibl, 3aIIUCH W TOJNA 3anuced 6a3 AaHHBIX, 3JIEKTPOMArHMTHbBIE BOJHBI U
MOJIS, M3JTYYEeHHS | T.J.), KaKIasd U3 KOTOPHIX SABISETCS 0OBEKTOM 3alIUTHL.

®opMBl TpPeCTaBIEHHs TEPCOHANBHBIX [JAaHHBIX CBf3aHbl C  PaA3TUYHBIMH
pecypcaMi WHGOPMAllMOHHON CHCTEMBl IE€PCOHAIBHBIX [aHHBIX, KOTOpPBIE B CBOIO
odepeib MOTYT MOPOXKAATh OOBEKTHI 3AUTHIL.

HcnonszyeMble B MHGOPMALMOHHOM CHCTEME IIEPCOHANBHBIX JaHHBIX CpEACTBa
3aIMThl HHGOPMALIMH SBISIOTCH OOBEKTAMHU 3aIlUTHI.

Wudopmainus 0 MeToiax M cpecTBaxX obecrnedeHHs 06e30MacHOCTH MEePCOHANBHBIX
JAHHBIX COAEPXKUT CBEJIEHHUSA, KOTOpHIE SBIAIOTCA OOBEKTaMM 3allWThl, B YaCTHOCTH, K
TaKAM O0OBEKTaM MOTYT OBITh OOHEeceHB TapoibHAasE M ayTeHTHQHULHMpPYIOIas
uH(popManus, KinodeBas HHGOpMaLHus

VYcraHoBneHue Lienel 3amMTBl OOBEKTOB 3alIMTHI CBA3aHO C YCTAHOBJIEHHEM
XapaKTepUCTHK 6e30MacHOCTH IS KaXKA0Tr0 U3 ONpe/ieJieHHbIX 0ObEKTOB 3allUThI.

Onpenenenue yrpo3 o0beKTaM 3alUTHl TPOBOAUTCS MyTeM (POPMUPOBAHUS MOJIENH
yrpo3 u Mopenu Hapymwmtens. [Ipy 3ToM Mozaens HapywmuTels (GOpPMHUpPYETCs Kak



COCTaBHasi YaCTh MOJEIH yrpo3, Olpejesionias BO3MOXKHbIE criellU(pHIecKHe Yrpo3bl —
aTaKH.

YcraHoBnenue TpeGoBaHH K CHCTeME 3allMThl MEPCOHANBHBIX AaHHBIX OCHOBAHO
Ha (POpMHPOBaHUH MOJIENEH Yrpo3 U HApYIIUTENS.

B nepByio odepenr ycraHaBIWBalOTCA oOmIMe TpeOOBaHHMS K OpraHH3allMOHHBIM
MepaM.

Jlanee Ha oOcHOBe Mojeneil yrpo3 M Hapymwurens, CGHOPMHPOBAaHHBIX B
COOTBETCTBHM C HOPMAaTHBHBIMH H Mertomuueckumu noxkymeHtamu ®CTOK Poccun u
®CB Poccun, onpezenstorcs TpeOOBaHHs K CpeACTBaM 3alllMThl WH(QOpMaIMH, a TaKke
TpeOOBaHHUs K MOIEPIKUBAIOIIMM 3TH CPeCTBa OPraHH3allMOHHBIM MEpaM.

[Iporecc dhopmupoBaHus TpeOOBaHUN K CHCTEME 3alIMThl MEPCOHANBHBIX NaHHBIX
3aKaHYMBAETCs, €CJIM BBHIMOJHEHHWE YCTAHOBJEHHBIX TpeOOBaHMM HEWTpalIu3yeT Bce
yrpo3bl, IEpeYUCIIeHHbIE B MOJIENSAX YIPO3 U HapYLIUTEA.

7. OCHOBHBIE MEPOIIPUATHS 11O OBECIIEYEHHIO BE3OITACHOCTH
IMEPCOHAJIBHBIX JAHHBIX

Jlnsi pa3pabOTKH ¥ OCYLIECTBICHHS MEPOIPUATHH 110 OPTaHH3alMK U 00ECTIEYEHHIO
6esonacHoctu I1/In mpu ux obpaborke B UCII/IH llenTpa HasHayaeTcs NOJDKHOCTHOE
JIALI0, OTBETCTBEHHOE 3a obecrneyenue OGe3zomacHocT [1/1H.

OCHOBHBIMH MEPONPHSATHSMH TI0 OpPraHW3alMH M TEXHHYECKOMY OOeCredYeHHro
6e3zonacHoctH [1/1s B UCIT/1H sBastoTCs:

— MepomnpusTHs MO opraHu3auuu obecnedeHus GesomacHoctu [1/1H, BruHOYas
knaccupukanuo UCIT/1x;

— MeponpuATHs MO TexXHH4YecKoMy obecreyenuio GesomacHoctd [1/lH mpu ux
o6pabotke B MCIL/IH, BKIIOYarONIME€ MEPONPHATHSA M0 pPa3sMEUICHHUIO, CHEelHaTbHOMY
000pyI0BaHMIO, OXpaHe M OpraHW3allMd peXHuMma JO0MyCKa B MOMEIIEHHMs, I7le BeIeTCH
pabora c [1/15;

— Meponpusatis Mo 3amuTte [IJIH OT HECaHKIMOHHPOBAHHOIO JOCTyna M
OTIpe/ieNIeHHIO Nopsika BeiGopa cpeacts 3auuTs! [1/[H npu ux o6padotke B UCTI/IH.

O6ecneuenue 6e3onacHocTH [1/IH ocymecTBisieTcs MyTEM BBINOJHEHUS KOMILUIEKCA
OpPraHM3allMOHHBIX M TEXHHYECKHX MEPONPHSATHIi, pearu3yeMbiX B PaMKax CO3/1aBaeMOH
C3I11s. Ctpykrypa, coctaB u ocHoBHble (yHkuuu C3II/IH ompenessoTcs ¢ y4eToM
knacca UCI1/1H.

IlepeueHs peanusyeMbix Meponpusituii mo 3ammrte I1/[n mpu ux obpabortke B
cnemmanbHeix WCIIJIH onmpenenseTcs Ha OCHOBaHMHM aHajlM3a aKTyaJbHOCTH YIpos,
puckoB OGesomacHocTH I1/[H, B COOTBETCTBMM ¢ HOPMAaTHBHBIMH H METOAWYECKHM
noxkymeHTamMu ®CB Poccun u @CTIK Poccun.

UCII/IH no cBOMM XapaKTEpHCTHKaM M HOMeHKIaType yrpos Geszomacnoctu I1/lH
OnuM3kH K Haumboliee pacmpoCTpaHeHHbIM HMH(OPMALMOHHBIM CHCTEMaM, I03TOMY
1e71€co00pa3Ho NPH WX 3alIUTe MAaKCHMAaJIbHO MCIIOJIL30BaTh TPAAUIIMOHHBIE MOAXOBI K
TEXHHUYECKOH 3aIuTe HHPOPMALMK B aBTOMATU3HPOBAaHHBIX CHCTEMAX.

Mertoasl ¥ crnocobbl 3amUTel WHGOPMAalWH B HHQOPMALIMOHHBIX CHCTEMaXx
ycraHaBiuBaloTcs DenepanbHOM CiTy)k00H MO TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOIIIO U
®enepansHOit cnyxOoii OGe3zomacHocTH Poccuiickodi ®enepanuu B Tpejenax HMx
IIOJITHOMOYHH.

B COOTBETCTBMHM C HOpPMATHBHBIMH [IOKyMeHTaMH DenepanbHOM CIyxkObl MO
TEXHHYECKOMY U 3KCIIOPTHOMY KOHTPOJIO:



— OCYILIECTBJISIETCS obecrnedeHHe 3aIMThl (HEKpUNTOrpapuYecKUMH METOAaMM)
uHbOpMaLUH;

— TMPOBOMASATCH MEPONPHUATHS MO NPEAOTBPAILEHHUID YTEYKH HHOOPMALUH 10
TEXHUYECKUM KaHajaM;

— TIPOBOJATCS MEPOIPHUATHS IO TMPEJOTBPAILEHHIO HECAaHKIHOHUPOBAHHOIO
Aoctyna K HWHGOpPMAallMM, CHEUHaNbHBIX BO3JEHCTBHM Ha WHOOpPMALHUIO (HOCHTETH
WHOpMalMK) B LeNsAX ee NOOBIBaHHS, YHHUYTOKEHMS, MCKAKEHHs, W OIOKHPOBaHMS
ZIOCTyTIa K HeW.

B cooTBeTcTBMM ¢ HOpPMaTHBHBIMH JOKyMeHTamMH @ejepallbHOM CITyKOBI
6e3onacHoct Poccuiickoit ®eneparumu:

— YCTaHABJIMBAIOTCS OCOOEHHOCTH pa3paboOTKH, NpPOW3BOACTBA, pealH3alUH H
JKCIUTyaTallMk MHGPOBATBHBIX (KpUNTOrpadUyYecKuX) CpeAcTB 3allUThl HHGOPMalUUU U
TMpeIOCTaBIeHHs yCIyT MO IH(GPOBAHUIO MEPCOHATBHBIX NaHHBIX NMpH HX 00paboTke B
HH(OPMALIMOHHBIX CHCTEMAX;

— IPOBOJSATCSH MEPOIPHSATHS 110 OOHAPYKEHUIO KOMITBIOTEPHBIX aTakK.

MepornpusTus rno obecnedenuo 6e3onacuocty [1/1H BKIrO4aoT B cebsi:

— yIpaBlIeHHE JOCTYIIOM:

— uIeHTU(HUKALUS U ayTeHTH()HUKAIHS;

— du3nyecKas 3alluTa;

— PErucCTpaLuIO U y4erT;

— obecnedyeHne KOHQHICHIHUAIBHOCTH;

— obecrne4eHHe 1IEJIOCTHOCTH;

— obecrneveHue JOCTYITHOCTH;

— obecneyeHue JOCTOBEPHOCTH (ayTEHTUYHOCTH);

— aHTHBHUPYCHYIO 3alIHTY;

— obecnieueHue 6€30MacCHOr0 MEXCETEBOI0 B3aUMO/IEHCTBHS;

— aHaJU3 3alUIIeHHOCTH;

— oOHapyXeHHe BTOPKEHUI;

— obecneyeHue 6€30MacHOCTH MOOUIIBHBIX PabOYHX MECT;

—~ obecrieuenne  Oe3omacHOro  JocTynma K CeTAM  MEXAyHapOIHOIo

WHGOPMaLIMOHHOTO OOMEHa.

7.1. Hoenmucgpurkayua u aymenmugpuxkayus

Vopasnenue pocrynom Kk IIJIH ocymecTsiasiercs Ha OCHOBE IIPHHIMIA
MHHHMH3AIHH ToJTHOMOYHH. CTaHIapTHBIM METO/IOM JIOCTYIIa SBJISETCS POJIEBOM HOCTYII,
JI/Is Yero ONpeeNsSFOTCS COBOKYITHOCTH TUNOB JOCTYTIA - TPYMIOBBIX IPaB ¥ MOJHOMOYHH
JIOCTYyTa TMOJb30BaTelei (poneil), mpeaocTaBiseMbIX Nnojib3oBarensM. KonuyecTBo Takux
pojieii  OrpaHMYeHHO W MOJpa3yMeBaeT BO3MOXHOCTh 3I(P(EKTHBHOIO YIPaBICHHS.
Ha3HaueHue mpaB ¥ MOJHOMOYHH KOHKPETHBIM IMOJIB30BATEISAM OCYIIECTBIIAETCH ITyTEM
Ha3HA4YeHHUs UM COOTBETCTBYIOLIUX POJIEH.

Kaxnapiii monb3oBatens Ui MONYyYEeHUs COOTBETCTBYIOLIMX IpaB NOCTymna IpH
nonkmouenun Kk MCII[lH npoxoauT npouenypy HWACHTHQHKAUMH, TIPA ITOM
UCIIONB3YIOTCS yHUKaJIbHblE TpU3HaKu M uMeHa. (CraHAapTHOe CpeICTBO ITPOBEPKH
NOMNUHHOCTH (ayTeHTH(HKanuu) — mapoiab. J[lna obecrnedyeHuss Oonee BBICOKOM
HaJIe)KHOCTH ayTEHTU(UKAIIUK BO3MOXKHO MCIIONB30BaHHWE TAKHX CPEJACTB KaK TOKEHBI,
CMapT-KapThl ¥ IpyrUe HOCUTENH ayTeHTHGHIHpYomel HHPOpMAIHH.



7.2. Quzuueckan 3aujuma

Du3nyeckas 3alMTa 37aHHHA, TOMeIeHHi, 0OBEKTOB H CPEACTB HH(MOPMATH3ALNH
OCYIIECTBJISETCH IIyTEM YCTAHOBJIEHHUS COOTBETCTBYIOLUMX IMOCTOB OXpaHbI, C MOMOIIBIO
TEXHHYECKHUX CPEJICTB OXpaHbl WM TIOOBIMH APYTHMH CIoco0aMH, NMpeaoTBPaLIaloIUMH
WM CYIIECTBEHHO 3aTPYAHSAIOIHUMYU IPOHHKHOBEHHE B 3/1aHUE, TOMELIEHHUs TOCTOPOHHUX
JIHL, XUIleHHe HH)OPMAIIHOHHBIX HOCUTENEH, CAMUX CPeACTB HHPOPMATH3ALIUH.

Pasmemenue, cneuuansHoe oOOpyaOBaHHE, OXpaHa W OpraHM3alks pexuMa B
NOMEILEHUAX MCKII0YaeT BO3MOXKHOCTH HEKOHTPOJIMPYEMOTO TNPOHUKHOBEHHS WU
npeObIBaHUST B HUX IOCTOPOHHHX JIMI, a TaKkKe IMPOCMOTpa MOCTOPOHHHUMH JHIIAMH
BeyLIMXCS TaM pabor.

7.3. Pecucmpayua u yuem

B HUCIIIH BegyTcs KOHTPOJNBHBIE IKypHallbl, PETHCTPUPYIOIIME NEHCTBHUSA
none3oBareneii ¢ [1/IH. YcraHoBneHbI MpoLeaypbl NPUMEHEHHS! MOHUTOPHHIA IEHCTBHH C
[1/11, a pe3ynpTaThl AEHCTBUMN NOIB30BaTENEH PErYIAPHO IPOCMATPHBAIOTCS.

B uensix moBbimieHHs AS(PGHEKTHBHOCTH KOHTPONS ACHCTBHM  BO3MOXKHBIX
HapyIIUTEIeH BO3MOXXHO MCIIOJIb30BaHUE CPEACTB U METOJ0B aKTUBHOI'O MOHHTOPHHIA U
ay/IiTa, HANpaBlIEHHBIX Ha BBIABIEHHE W PETHCTPALHIO MOJAO3PUTENBHBIX IEUCTBHH B
peallbHOM MaciuTabe BpeMeHH.

7.4. Obecneuernue yerocmuocmu

B LlenTpe obecneuynBaeTcs LIETOCTHOCTh MPOrPaMMHBIX CPE/ICTB 3aLIMTHI B COCTaBe
C3I1/In, a Taxke HEU3MEHHOCTh NMpOrpaMMHOM cpenbl. [IpH 3TOM LETOCTHOCTH CPeACTB
3aLIMTHl NIPOBEPSETCS NPH 3arpy3kKe CHCTEMbI M0 HANMYUIO UMEH (MACHTH(QHKATOpOB)
xomroHeHToB C3I1/[H, 1eI0CTHOCTh MPOrPaMMHOMN Cpellbl 00ecneyuBaeTcsl OTCYTCTBHEM
B UCIT/IH cpencTB pa3paboTKu U OTIAKU NTPOrpamMM.

ObecneyeHre LENOCTHOCTH pealu3yeTcs NPEeUMYIIECTBEHHO ONepallHOHHBIMU
CHCTEMaMH W CHCTeMaMH yrhpaBieHus ©0a3amMu fgaHHbIX. CpencTBa MNOBBIMEHHS
JIOCTOBEPHOCTH M obecneueHHs LENOCTHOCTH IepellaBaéMbIX NaHHBIX W HaJIe)KHOCTH
TpaH3aKIkii, BCTpaUBaeMble B ONEPALMOHHBIE CHCTEMBI M CHCTEMBl ynpapiieHHs Oa3amu
JIaHHBIX, OCHOBaHEI Ha pacyeTe KOHTPOJIBHBIX CyMM, yBeIOMJIEHHH O cboe B mepenaye
nakeTa COOOIIEHHs, IOBTOPE Nepeiayy He PUHATOrO MaKeTa.

7.5. Anmueupycnaa 3auuma
Jlns obecnieyenus 6e3onacHocTr I1/IH u nporpammuo-annapatHor cpeast UCIT/IH,

oCylIecTBIsIOMEH 00paboTKy 3TOH WHGOpPMalLUK, IPUMEHSIOTCS CIIELIHalIbHBIE CPEACTBA
QHTUBUPYCHOM 3aILMTHI, BRITIOIHSAIOIIHE:

obHapyxeHue U (WIH) OIOKUpOBaHHE JeCTPYKTUBHBIX BHPYCHBIX BO3/IEHCTBHH
Ha 0BLIECHCTEMHOE U TIPHKJIAJHOE NTPOrpaMMHOe obecnieueHue, peanusyromiee oo6paboTky
I1/1x, a Taxxke Ha [1/1H;

oOHapyXeHHe U yaalleHHe HEeU3BECTHBIX BUPYCOB;

obecriedeHHe CaMOKOHTPOJIA (MpeaoTBpalleHHe WHOUIUPOBAaHHUSA) IaHHOTO
aHTUBUPYCHOTO CPEACTBA MPH €ro 3amycKe.

7.6. Obecneuenue 6e30nacHo20 MexHccemeso2o 63aumMo0eiucmeun
Jns ocymecTBieHuss pa3rpaHudeHuss goctyna Kk pecypcam HMCIIJIa  npwu
MEXCETEBOM B3aUMOJIEHCTBUM TNPUMEHSETCS MEXCETeBOE 3KpPaHMpPOBaHHE, KOTOpOE
peanu3syercs NMPOrpaMMHBIMM M NPOrPaMMHO-annapaTHBIMH MEXKCETEBBIMH JSKpaHaMH.



MexcereBoii 3KpaH ycTaHaBIMBaeTCs MeXAy 3AlIAIIAEMON CETHIO, HA3BIBAEMOI
BHYTPEHHEH, U BHEIIHEH ceThio. MexkceTeBol 5KpaH BXOJUT B COCTAB 3aLIMIIAEMOll CETH.
Jlnsi Hero myTeM HAcCTPOEK OT/ENBHO 3aJal0TCS TPaBHIA, OrPaHHYMBAIOLIME JOCTYTl U3
BHYTPEHHEH CETH BO BHELIHIOK W HA060pOT.

MesxceTeBoe sxpaHHpOBaHHe 06ECIIEUHBAET:

— CKpBbITHE BHYTpeHHEMH ceTeBo# cTpykTypsl UCIT/IH;

— Pa3pelleHHe TONBKO TAKOrO BXOASIIETr0 M HMCXOAAMIEro Tpaduka, KOTOpHI
ABJIsIeTCS HeoOXoMuMbIM 1ist pabotel UCIT/1H;

— OnoxupoBanue MmoGOro BXOISIIEr0 M UCXOAANIEro TpaduKa, He paspelleHHOro
SIBHO.

7.7. AHanu3 3auquimgeHHocmu

AHanu3 3alMIIEHHOCTH pealu3yeTcsi Ha OCHOBE MCIHOJIb30BaHHA CPEJICTB
TeCTHPOBaHWs (aHanuW3a 3alMIIEHHOCTH) W KOHTpoJis (ayaurta) 6e30macHOCTH
UHpOpMaIHH.

Hns  rapantuu Toro, uyro C3U ycnemHo BHIMONHAIOT CBOM  (YHKIHH,
paspabaTeIBalOTCs NPOLENYpbl KOHTPOIs H3MeHeHWH koHpurypauuii C3U u cereBhIX
YCTPOMCTB. s BBITIOJTHEHUS 3THX npoLeayp B HH(OPMALIHOHHO-
TEJICKOMMYHHKallHOHHOM  Cpelie  CO3JaeTcs CHCTeMa aHajik3a  3allMIIEeHHOCTH,
BBINOJIHAOMIAs CAeAyoNIHe QyHKIIUK:

— KOHTPOJb HAcTPOEK CeTeBhIX yCTpoicTB, C3U M mporpaMMHO-TEXHHYECKOTO
obecneyenus UCIT/Ix;

— aHanu3 ysa3BuMocTed HacTpoek C3U, ceTeBBIX YCTpONCTB WIH yS3BHMOCTEH
OTIEPAIlHOHHBIX CHCTEM MIIH MPUKIIAJTHOTO MPOrPaMMHOI0 00eCIIeYeHHs.

7.8. Obnapyxcenue emopxceHuil
O6HapyxeHHe BTOpXKEHHH peanm3yercs ¢ Hcnoiab3oBaHHeM B cocrase C3I1J[H
NPOTPaMMHBIX M (MJIM) [POrpaMMHO-aNMapaTHBIX CpPeACTB (CHCTEM) OOHaApyXeHUs
BTOPXKE€HUH, HCIONB3YIOIIMX KOMOMHHUPOBAaHHBIE METOABI OOHApyXeHHs  arak,
BKJIIOYAOIIKe B ce0si CHTHATYpHbIE METO/IBI K METO/IbI BhISBIEHHS aHOMAJIHA.

7.9. Kpunmozpaguueckan zauquma

Hns 3amuts! [1/1H, nepenaBaembix mexny UCII/IH no kaHanaM CBS3M, BEIXOASAIINAM
3a npeJiesibl KOHTPOJIMPYEMO# 30HBI, UCMONB3YIOTCH 3allUIIEHHBIE KaHAJIbI CBS3H.

ITpy MCTIONIB30BaHUM OTKPBITBIX U HEKOHTPOIMPYEMBIX KAHAJIOB CBA3HM JUIS 3allUTHI
[I[JlH npuMeHAIOTCS CpeacTBa KpUNTOrpadH4ecKol 3ammThl MH(poOpMauuu (nasee —
CK3H). Kak pasnensHo, Tak © KOMIUIEKCHO, HCIHONB3YIOTCS  ClEAYIOIIME
KpHIITOrpa(UyecKue MeTObI:

— mudpoBaHKe, KaK CpeICTBO obecneyeHns KOHQHUAESHIIMAIBHOCTH HHOOPMAIIHH;

— D3NIeKTpOHHas LHM(pOoBas MOANMUCH, KaK CPeACTBO obecrneyeHus MOMAIMHHOCTH U
FOPUIMYECKOH 3HAUUMOCTH 3JIEKTPOHHOTO JOKYMEHTa;

— KpunTorpapuueckas ayTeHTHOHKalMs, KaK CpEACTBO  IOATBEPKICHHS
CaHKIIHOHMPOBaHHOCTH JOCTYyNa CyObheKTa K 0OBEKTY;

— YNpaBlieHHE KIKYaMH, Kak HeoOxoaumas cocraBHas 4dacte cuctem ¢ CK3H,
KOTOpasi NPHUMEHSAETCS B ILENAX H3TOTOBJIEHMS, y4eTa, paclpelelieHHs, XPaHEHHS |
YHUYTOXKEHUS KIFOYEBBIX 3JIEMEHTOB.



7.10. Obecneuenue bezonachocmu mobuNbHbIX pabouux mecm

B ciyyae HeobxomumocTH Moxer GbiTh opranuszoBaH goctyn k IIJlH ¢ APM,
PacroOXKEHHBIX 3a Npe/iellaMi KOHTPOJIMPYEMOH 30HbI (MOGHIBHBIX paboYHX MeCT).

Ilpu wcronb30BaHWM MOOHMIBHEIX pabounx Mmect (MPM) Llentpa peanmsyer psn
JAOTMOJIHUTETBHBIX OPraHU3allHOHHO-TEXHHYECKHX Mep obecnieuenus 6e3omacuocTr [1/1H:

— obecneyeHne JOBEPEHHOH 3arpy3KH ONepaliMOHHOM cpesl MPM;

— obecnieyeHue 10BepeHHON cpeibl FKCILTyaTaiuy MPM;

— ofecneyeHHe [OBEPEHHOro (3alUMIIEHHOr0) KaHajla B3aHMMOJIEHCTBHA C
UCII/TH;

— ouucTka  (oOHyneHuwe,  oOe3nuuHMBaHWE)  OCBOOOXJaeMBIX  obiacrei
onepaTHBHOM namsatd MPM u Hakonureneit undopmanuu.

Obecneyenne NOBEpEHHOH 3arpy3KH OCHOBBIBAETCS Ha 3arpy3Ke ONEepalHOHHBIX
CHCTEM TOJIBKO C 3apaHee OIpEJENICHHBIX IOCTOSHHBIX HOCHTENed B KOMILUIEKCE C
UCIOJIB30BaHHEM CHELHAIbHBIX CPEACTB KOHTPOJS HAJ COCTABOM alllapaTHBIX CPEJICTB
I[TOBM, 1ENnOCTHOCTH MpOrpaMMHBIX MOJYJIed ONEepalMOHHBIX CHCTEM W CPEICTB
YCUJICHHOW ayTeHTH(hUKAIIHH.

JloBepeHHass cpela OIKCIUTyaTallud M JOBepeHHbBIH (3alMIIEHHBIH) KaHal
B3aUMOJIeHCTBUS obecrnedyrBaeTcs MyTeM HMCMONb3oBaHus cnenuanbHeiXx C3U u cpencts
KpunrorpabuyecKoif 3amuThl HHHOPMALHH.

[To oxoHyanuu wuHOpPMAMOHHOTO B3auMopelcTBHs Ha MPM  pomkHO
npousBoAuThCs yaanenue [IJIH u jpyrod uHbopMmanmuu, KoTopas MOXeT ObITh
ucnosb3oBana g ocymectsinenus HC/I x [T/1H.

7.11. Obecneuenue 6e3onacnozo 0ocmyna K cemam MelcoyHapooHo20 uHpopmayuoHHozo obmena
Hoctyn HWCII[IH x ceraM cBs3M 0OImIEro moNb30BaHMS H (WIH) CeTSIM
MEXIyHapOAHOro HH(OPMAIlMOHHOrO OOMeHa, B TOM 4YHCIe K MEXIyHapOIHOH
KOMIIBIOTepHOﬁ CETH «I’IHTepHeT» AOITYCKAE€TCA TOJIBKO C HMCIIOJIB30BAaHHEM CIICHIHAIIBHO
NpeJHa3Ha4YeHHBIX M1 3TOr0 CPe/CTB 3alIMThl HHQOPMAIIHH.

8. IPUHLUITBI ONEHKHU U KOHTPOJISA D®®EKTUBHOCTHU CUCTEMBI
SAHIUTHI MEPCOHAJIBHBIX IAHHBIX

8.1. B COOTBETCTBUM ¢ NPHHLUMIIOM OO0S3aTeIBHOCTH KOHTPOJIS BBINOJHSIOTCS
ClIeIyIoIMe BUBI KOHTPOJIS 3D (HEKTUBHOCTH CHCTEMBI 3alIUTHI MEPCOHABHBIX JaHHBIX:

— BHYTPEHHHH KOHTPOIIb;

— TOCYAapCTBEHHBIH KOHTPOIIb.

8.2. BHyTpeHHMH = KOHTpPONb 3QGEKTHBHOCTH cucTeMbl 3amuThl [1/IH
ocymecTBasiercs LleHTpoM ¢ uenbio mojaep)aHusi 3aJaHHOTO YpPOBHs 3¢ GdeKTHBHOCTH
C3I1/IH, B COOTBETCTBHH C JOKYMEHTHPOBAaHHBIMH METONWKAaMH. BHYTpEeHHUH KOHTPOJIb
BKJIIOYAET:

— MOHHTOPHHI COCTOSHHSI TEXHHYECKHX M IPOrpPaMMHBIX CPEJCTB, BXOISIIUX B
cocraB C3I1/1H;

— KOHTpOIb cobOmojeHus TpeGoBaHHWi 1o obecneueHuio OezomacHoctu [1/IH
(TpeboBanuii 3aKoHOJATeNbCTBa B obnactu 3amuTel II1JIH, TpeGoBaHWii BHYTPEHHHX
HOPMaTUBHO-METOJMYECKMX W  OpPraHW3alMOHHO-PACTIOPSAMTENBHBIX  JOKYMEHTOB
Llentpa, chopMyIMpPOBaHHBIX Ha OCHOBE aHAllM3a PHUCKOB HapylleHHs 0e30MacHOCTH
IT/11, 1OroBopHBIX TpeOOBaHMIA).



8.3.0uenka »¢dexktuBHoctTd C3I[1/IH peanusyercs B BHIE aTTECTALMH WIH
JeKJIapUPOBaHKUs COOTBETCTBUS TpeboBaHUsAM 1o 6e3onacHocTH [1/]H.

JleknapupoBaHue nmpou3BoauTcs no ¢akty Beoaa B akcruryatauuto UCIT/Ix. Beox B
skcrnyataimio  MCIIJIH  npoWsBoauTcs B COOTBETCTBHH C  JIOKYMEHTAlbHO
opopmieHHbIME TpebGoBaHusMu 1o OesomacHocTH I1/IH (TeXHMYECKHMH YCIIOBHAMH),
paspabareiBaeMbIMH LIeHTpPOM B COOTBETCTBHM C TpeOOBaHMSAMH 3aKOHOIATENbCTBA H
HOPMAaTHBHO-METOJMYECKAX JOKYMEHTOB (helepalbHBIX OpraHOB HCIOIHHTENbHOH
BJIACTH, OCYIIECTBIISIOIMMMH (YHKIIMM 1O KOHTPOJIO M Han30py B Mpejenax CBOMX
MIOJIHOMOYHH.

9. JOCTYII K IEPCOHAJIbHBIM JJIAHHBIM CYBBEKTA
9.1. Cniucok pabotHHKOB LleHTpa, HMEIOIKX JOCTYII K IIEPCOHAIBHBIM [aHHBIM,
yTBepxaaeTcs npukazom I'naBHoro Bpaya Llentpa.
9.2. Tlepenaya IlepcoHanbHBIX MAaHHBIX TPETBMM JIMLaM BO3MOXHA TOJIBKO C
cormacus  cyOBekTa B NHUCbMeHHOH ¢(opMe wuaH Oe3 ero corimacusi B Cilydasx,
TpeyCMOTPEHHBIX 3aKOHOAATeNbCTBOM PO.

10. CACTEMA 3AIIIUTHI MEPCOHAJIBHBIX JAHHBIX

-10.1. Cucrema 3amuThl nepcoHanbHeix maHHbIX (C3II[IH), cTpouTcs Ha
OCHOBaHHHU:

- OtyeTa o pe3yibTarax obcnen0oBaHusS HUHOOPMAIMOHHON HHPPACTPYKTYPBHI;

- [lepeuns nepcoOHANbHBIX JaHHBIX, NOJUIEXKAIUX 3aLIUTE;

- AKTOB Kaccu(UKaIKi HHHOPMALIMOHHON CHCTEMBI IIEPCOHANIBHBIX IaHHBIX;

- Mopenu yrpo3 6e30nacHOCTH NepCOHAIbHBIX JaHHBIX;

- PykoBoasumx noxymeHToB ®CTIK Poccuu u ©®Cb Poccun.

Ha OCHOBaHMHM JTHX JIOKYMEHTOB OIpefensercsi HeoOXOOWMBIH YPOBEHb
sanmmensoctd I1JIn xaxnaoid MCII[JH. Ha ocHoBaHMM aHanu3a aKTyaJlbHBIX YIpo3
6ezomacHoctd I1JIH ommcaHHOro B «Moodenu yzpo3 6e3onacHocmu NepcOHANbHbIX
OaHHwIX», IeTaeTcs 3aKI0YeHHe 0 HEOOXOMMOCTH MCTIONIb30BaHMs TEXHHYECKUX CPE/ICTB
¥ OpraHM3allHOHHBIX MEPONPUATHH s obecriedeHusi Oe30MacHOCTH IT1/IH, cocTaBnsercs
«IThan meponpusmuii no obecneyenuto 3augumol I1/I1».

10.2. Jina xaxpoir WCII[n paspabateiBaerca «Paspewumenvhas cucmema
donycka» ¢ ONMCAHHEM YPOBHS ITIOJTHOMOYHMH JOCTyNa TMoOJb30BaTelied K 3allMIlaeMbiM
pecypcaMm u « Texnuueckuti nacnopm HCII/J1», B KOTOPOM OTPaXaeTCs TEXHONOTHYECKHH
npouecc 06pabOTKHM MEePCOHANBHBIX /aHHBIX, NEPEYEHb HCIONB3YyEeMBIX TEXHHYECKHX
CPEJICTB 3allATHL, @ TaK K€ IPOrpaMMHOr0 obecredeHHs y4acTByHOLIero B oOpaboTke
I1/11, Ha Bcex anemenTax UCII/IH:

— APM nonw3oBaresiei;

— CepBepa NpUI0XKECHHUH;

— CYB/.

10.3. B 3asucumoct oT ypoBHs 3amumeHHocTH MCII/IH M akTyalbHBIX yrpos,
C3I1/11 MOXKeT BKIIIOYaTh ClIeIyolIMe TEXHHYECKHE CPEICTBA:

— aHTHUBUPYCHBIE CPEJCTBA A paboYMX CTaHLMH MOIb30BaTENCH U CEPBEPOB;

— CpeacTBa yNpaBlIeHUs JOCTYIIOM;

— CpelCcTBa PErMCTpalldy U Y4erTa;

— cpenctsa 3anmthl oT HC/I;

— CpelCcTBa MEXKCETeBOI'o S3KPaHUPOBAHHS,



— CpeAcCTBa aHaIM3a 3allULICHHOCTH,

— cpencTBa OOHapyKeHHUs BTOPXKEHMH,

— cpeactBa KpunTorpaduyeckod 3allMThl HMHGpOpMAlMH, I@pd Mepejade
3alMIIaeMoi HHGOpPMALIMK N0 KaHaJlaM CBSI3H.

Tak xe B CIHCOK BKJIIOYAOTCS (DYHKIIMH 3aIIUTHI, obecrieyMBaeMble IITATHBIMH
cpenctBamu ob6pabotku I1J[n onepaumonnsiMu cuctemamu (OC), mpuknanasM 10 u
CHELHATBHBIMA KOMILIEKCaMH, DPealu3ylOlMMH cpefcTBa 3amuThl. CHHMCOK QyHKIMHA
3aIIUTHI MOXKET BKJIIOYATh:

—  yHIpaBlieHHE W pa3rpaHHYeHHe NOCTyIa MoIb30BaTele;

—  PErucTpaLMIO U ydeT NeHCTBHI ¢ HHpOpMaLIHEH;

— obecrieyeHHe LENOCTHOCTH JaHHBIX;

—  OCylecTBIeHHe 0OHapY)KEHHUH BTOPKEHHH,

— OCYIIECTBJICHHS aHa/IK3a 3alHIIEHHOCTH;

— obecre4eHHe MeKCEeTeBOro SKpaHHPOBaHUS.

CnMCOK MCIOJB3YEMBIX CpEACTB MAODKEH TMOMIEPKUBATECA B  AKTyaJlbHOM
cocTosHUH. IIpH HM3MEHEHWH COCTaBa TEXHWYECKMX CpPEJCTB 3alllMThl MIIM 3JIEMEHTOB
WCTI/IH, COOTBETCTBYIOLINE H3MeHeHus BHocsTes B « Texnuyeckuti nacnopm UCII/In».

10.4. C3I1/Ix BKiIrOYaeT B ceds CleAyIOLIHe MOACHCTEMBI:

—  yNpaBJleHHUs JOCTYNOM, PETHCTPALIWH U y4eTa;

— obecrneyeHus 1EIOCTHOCTH U JOCTYITHOCTH;

— QHTHUBUPYCHOM 3allUTEL;

—  MEXCEeTEeBOro SKpaHHPOBaHMS,

— aHaKW3a 3allUIIEHHOCTH;

— OoOHapy)XeHHUsI BTOPKEHHH,

— KpunTorpaguuecKoi 3allMThL.

10.5. HacTpo#ikid NpUMEHsSEMBIX CPEICTB 3allMTHl MH(QOPMALMH OTPAXAIOTCS B
Axme ycmanogku u HAcmpotiku cpedcme 3auumol. B ciydae HEOOXOAUMOCTH BHECEHHUS
w3MmeHeHuit Hactpoek C3U, 3T W3MeHeHHs (UKCUPYIOTCS B NMPUIIOKEHUH K yKa3aHHOMY
AKTy ¢ yKa3aHHeM JaThl BHECEHHs H3MEHEHUH.

10.6. C webio y4eTa BCex Cpe/ICTB 3aIUThl HHOOPMAIMH MCTIONb3yeMbIX B LieHTpe
Benercst JKypnan yuema C3H, skcniyamayuorHol u mexHu4eckou OOKyMeHmayuu K Hum.

10.7. Tlopsgox paGoTBl CO CPEeICTBAMM AHTHBHPYCHOM 3alllMThl OTPaXaeTcs B
Huempykyuu no aHmueupycHou saujume.

10.8. TTopsimok MpYMeHeHHs CPEeCTB KPUNTOrpaQuyeckoi 3allUThI uHpopMaH
otpaxaercsi B HMucmpykyuu o nopadke opeanusayuu u obecneuenus 6e30nacHocmu
xpaHenus, obpabomku u nepeoavu NO KAHANAM CEA3U C UCNONb30BAHUEM cpeocme
Kpunmozpaguueckou  3aujumvl  UHPOPMAYUU €  OZPAHUYEHHbIM oocmynom, He
codeporcawyeii ceedenuti, COCMABNAIOUUX 20CYOAPCMECHHYIO MAUHY.

CpenctBa  KpunTorpaduyeckoi — 3allUTEl  yuMThIBalOTCS B JKypHane
noaxzemnaaprozo yuema CK3H, skcniyamayuonHoll u mexHu4eckou OOKYMEeHmayuu K
HUM, KIH04€8blX OOKYMEHMOS.

Ilepeuens num gomyimeHHbix K pabote ¢ CK3U yreepxknaercs npuxazom I'naBHoro
Bpaya lleHTpa.

10.9. ATpubyThl JOCTymna K CpeacTBaM 3allMThl HHGOpMALWH H NPOrpaMMHBIM
xomronentam HWCIIJIH yuuTeiBatotcs B JKyprane yuema ampubymoe oocmyna.
[TepHOIMYHOCTH MX CMEHBI OTpaXKaeTcsi B MHCMpYKyuu no naponbHou 3aujume.



10.10. B Ilentpe BemeTcs y4eT BCeX 3JIEKTPOHHBIX HOCHTEJIEH NEPCOHAIBHBIX
NaHHBIX B «JKypHane yuema nocumeneti ungpopmayuu II/TH».

10.11. MeponpuaTuss W JEHCTBHUs MOJB30BaTEled B Cly4ae BO3HMKHOBEHMSA
WHLM/ICHTOB, MOBJIEKIIMX HApyIIeHHe IeJIOCTHOCTH MH(pOpMAllMH periaMeHTHPOBaHbI B
«HHCcmpyKkyuu no pe3epeHomy KONUPOBAHUIO U 60CCMAHOBNIEHUIO).

10.12. Tlopsmok moctyma Ha Tepputoputo lleHTpa periaMeHTHpOBaH
«ITonosceruem 0 NPONYCKHOM U BHYMPUODOBEKMOBOM PEHCUMAXY.

10.13. MeponpusaTus Mo 3amiuTe HHOOPMAIHMH, COAEpXKAlleH IepCOHANbHbIE
NaHHBIe, TIpU ee 0OpaboTke Ge3 WMCMONB30BAaHHS CPEICTB BBIYMCIMTENBHOH TEXHHKH
pernamMeHTHpoBaHsl B «Ilopidke HeasmoMamuzupoearHou 0b6pabomKu NepCOHANbHbIX
OAHHBIX ).

11. TPEBOBAHHUS K IEPCOHAJIY IO OBECIIEYEHHMIO 3AIIUATHI IITH

11.1. Bee corpymuuku Ilentpa, seustompecs nons3osatensmu WCIIIH, 10mKHEL
YEeTKO 3HATh U CTPOTO BBINOJIHATH YCTAHOBIEHHBIE NPaBUIa U 0053aHHOCTH IO OCTYITy K
3alMIAeMBIM 00BEKTaM H COBII0IEHHIO IPHHSATOrO peskuma 6ezonacHocTH T1/TH.

11.2. TIpu BCTYNIEHHH B JODKHOCTH HOBOrO paGOTHMKA HENOCPEeICTBEHHbIH
HAYalbHUK IIOJpa3jieieHusi, B KOTOPOE OH TIIOCTYNaeT, 00si3aH OpraHMW30BaTh €ro
O3HAKOMJIEHHE C JO/DKHOCTHOM WHCTPYKLIMEH ¢ HEoOXOOMMBIMH JIOKYMEHTaMH,
pernameHTHpylomuME TpeGoBanus mo 3ammTe [1/IH, a Takke OOyYeHHEe HaBbIKaM
BBITIOJIHEHMSI TPOLIEAYp, HEOOXOAMMBIX s CaHKIHMOHHPOBAaHHOIO HCIOJIB30BAHHSA
NUCI/s.

PaGOTHHK NOJDKEH ObITh O3HAKOMIEH MOJ POCIHCH C IOJNOXEHMAMH HACTOSIIEH
[TONHTHKH, IPHHATHIX ipouenyp pabotsi ¢ snementamu MCI1Ia u C3I1/1H.

11.3. PaGOTHHK, UCTIONB3YIOLIME TEXHHYECKHE CPEe/ICTBA Ay TEHTHQUKAIINH, TOJDKHBI
obecrednBaTh COXPAHHOCTh MAEHTH(GUKATOPOB (NMEKTPOHHBIX KIHOYEH) H HE JOMyCKaTh
HCJI x HMM, a TaK e BO3MOXHOCTb UX YT€PH WJIM MCIOJIb30BaHHs TPETBUMH JTHLAMH.
[Tonp30BaTeNd  HECYT  MEPCOHAIBHYID  OTBETCTBEHHOCTh 332  COXPaHHOCTH
HIEHTH(OUKATOPOB.

11.4. PaBOTHUKH JOJDKHEI CIIeIOBaTh YCTaHOBIIEHHBIM IIPOIEAYypaM MOJACPKAHHA
pexuma 6GezomacHoctd I1JI[H NpM HKCHONB30BaHMU Maposiel (ecid He MCIONb3yIOTCH
TEeXHHYECKHE CPEICTBA ayTeHTH(HUKALIMA).

11.5. Paborauku IlenTpa momkHbI obecrneynBaTh HAUICKALIYIO 3alIMTY
obopynoBaHus, ocTaBisieMoro 6e3 NPUCMOTpPa, OCOOEHHO B TeX Ciy4asX, Koraa B
NIOMEIIeHHe HMMEIOT JOCTYN TOCTOPOHHME nuua. Bce monbs3oBaTend JOJDKHBI 3HAThH
Tpe6oBanus no GesonacHocTH I1/IH U MpoleypEI 3aIMTEl 000PYAOBaHUS, OCTABJIEHHOTO
6e3 MpUCMOTPa, a TAKXKE CBOM 00S3aHHOCTH 110 00eCcreYeHHIO TAKO! 3aIUTHL

11.6. PaGoTHMKaM 3ampelnaeTcss yCTaHABIWBaTh IIOCTOPOHHEE NPOrpaMMHOE
obecneyenne, MOIKIIOYATh JUYHbIE MOGHIbLHBIE YCTPOWCTBA M HOCUTEIN HHPOpPMALIWH, a
TaK e 3alMCBIBaTh Ha HUX 3aIlMIIaeMyI0 HHQOPMALIHKIO.

11.7. PaGoTHMKAM 3anpeliaeTcs pasrialars 3alliiaeMylo HHpopMaluio, KoTopas
cTaja WM M3BeCTHa Npu pabore ¢ MH(OpPMAIMOHHBIMH cHcTeMaMu LleHTpa, TpeTbuM
JTULaM.

11.8. TIpu pa6ore ¢ IM[lu B UCII/Ia paborHuku IlenTpa 06si3aHBI OG€CHeYHTH

OTCYTCTBHME BO3MOXXHOCTHM npocmotpa I1JIH TpeThbuMH NuLaMH ¢ MOHMTOPoB APM win
TEpMHHAJIOB.



11.9. Ilpu 3aBepwierun pabortsl ¢ UCIT[IH pabotHuku 00s3aHbl 3alMTUTE APM
WIA TEPMHHAIBI C TOMOIIBKO OJOKMPOBKH KIIIOUOM WM 3KBHBAJIEHTHOIO CpEJICTBa
KOHTpOJISi, HAIpHMep, JOCTYNIOM MO MapoJio, €CIH HEe HCHONB3YIOTCs Ooliee CHIbHBIE
CpelCTBa 3alUTHI.

11.10. Paborauku lLleHTpa MO/KHBEI OBITE TPOMH(OPMHPOBAaHBEI 00 yrposax
HapylleHus pexuma Ge3omacHocTH I1J[H M OTBETCTBEHHOCTH 3a ero Hapymenue. OHH
JODKHBI OBITh O3HAKOMIIEHBI C YTBEPXKACHHOW (OpMalbHONM HpOLEAYpOH HAIOKEHHS
JMCLMIUTMHAPHBIX B3bICKaHWH Ha paOOTHMKOB, KOTOPbI€ HAPYLIWIN MPUHATHIC TOTHTHKY
¥ npoueayps! 6e3onacHocty I1/1H.

11.11. Pa6oTHuKH 00s3aHBI 63 mpoMeieHHs coobmars 060 Bcex Hab/onaeMbiX
WM TIONO3PHTENBHBIX ciydasx paborsr MCIT/IH, MOTymMX mopjiedb 3a co0OH yrpossl
GezomacHoctd IIJIH, a TakkKe O BBIABIEHHBIX HMMH COOBITHSAX, 3aTparuBaroOIUX
6ezonacHocTh IIJIH, PYKOBOJACTBY TOApAa3/ielieHHs M JIMIly, OTBEHalOIIEMYy 3allluTy
HHGbOPMAIUH.

11.12. B UCIIJIH MOXHO BBHIAEIHTh CIEAYIONIHE TI'PYNIBI IOJIb30BATENEH,
y4acTBYIOIIUX B 00paboTke u xpaHeHuu [1/1n:

— Apmvunuctparopa UCIT/IH;

— AnMmuHHCTpaTOpa 6€30MacHOCTH;

— Tlons3osarens UCIT/H.

11.13. JlomxHocTHele o6sizanHocTH monab3opaTenedi MCII[IH oTpaxatoTcs B
ClIeYIOLMX JOKyMEHTaX:

—  Hucmpyxyus aomunucmpamopa UCIT/n;

—  Hucmpykyus admunucmpamopa bezonacnocmu HCII/Iu;

—  Huempyxyus nonezoeamens HCII/IH.

12. IOPSZIOK PACCMOTPEHMUS 3AITIPOCOB CYBBEKTB NEPCOHAJIBHBIX
JAHHBIX WIHA UX 3AKOHHBIX NPEJCTABUTEJIENA

12.1. PaccMoTpeHHe 3ampocOB CYOBEKTOB IE€PCOHAIBHBIX JIAHHBIX HWIH HX
3aKOHHBIX TMpEeACTaBUTENEeH  OCYLIECTBIAETCS B TOpsKe MpelyCMOTPEHHOM
Peznamenmom paccmompenus 3anpoca cybvekma NnepcoHanbHbX OAHHbIX UMU €20
3aKOHHO20 Npeocmasumens, a Makdice YNOTHOMOYEHHO20 Op2aHa ho 3aujume hpas
cybLexmos nepcoHanbHbIX OaHHbBIX.

13. OTBETCTBEHHOCTD 3A HAPYIIEHUE TPEBOBAHUH OBPABOTKH U
3AIIUTHI NEPCOHAJIBHBIX JAHHBIX CYBBEKTA

13.1. 3ammra npaB Cy6bekTa, ycTaHOBIEHHbIX HacTosmed [lomuTikod U
3aKoHOJaTelnbCcTBOM Poccuiickoit @enepaiiud, OCYLIECTBISETCS B LENAX NpecedYeHHs
HENpPaBOMEPHOTO UCTIONb30BaHus [lepcoHaNbHBIX IaHHBIX, BOCCTAHOBICHHS HAPYLIEHHBIX
NpaB ¥ BO3MEIIEHUs TPUIMHEHHOT0 yiepba, B TOM YHClie MOPAIBHOIO Bpe/a.

13.2. PaGotuuku IleHTpa, BHHOBHBIE B HAapyIIEHHH HOPM, pPEryJHpYyHOIIHX
noiny4yenue, obOpaborky u 3ammury IIJIH, mnepcoHalbHO HECYT AMCLHUILUIMHAPHYIO,
aJIMUHHUCTPAaTHBHYIO, TPaXJaHCKO-NPaBOBYID MJIM YTOJNIOBHYIO OTBETCTBEHHOCTH B
COOTBETCTBHUH C 3aKOHOAATENbCTBOM PD.



14. SAKJIIOYUTEJIBHOE MMOJIO)KEHUE

14.1. 3meHenus B HacTosyro [lonuTuky MOryT ObITe BHECEHBI I TaBHBIM Bpa4oM

[lenTpa.

14.2. Hactosimas IlonuTuka obsi3aTenbHa 1is cOOMIONEHHUsS BCEMHM PabOTHHKaMH
[lenTpa.

14.3. Pexxum KoHGUeHIHaNbHOCTH [1/[H CHUMaeTcs B ClTydasx UX 00e3TMYHBaHus,
€CII HHOE He OIpeesieHO 3aKOHOAaTeNbecTBOM PO.



